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Whoami

Daniel Underhay aka phish (@dunderhay on X / twitter)

Principal Security Consultant at Aura Information Security (based in our
Melbourne Office)

Father
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What is the Tastic RFID Thief

Off the shelf card reader
(HID MaxiProx 5375)
Custom PCB + Arduino + SD Card

.. BISHOP FOX
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The Original Tastic RFID Thief

DURACELL *

NDVENa g
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<CAUTION
HIGH VOLTAGE




Tastic RFID Thief + ESP-RFID-Thief/Tool

ESP-p==———" p— —

< C O & 192.168.1.1

=- BACK TO INDEX

- CAUTION -

HIGH VOLTAGE
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Wiegotcha

192.168.150.1 ' \
Created : :

Uses a _ _
TN Wiegotcha Stolen Credentials

Has a p Search:
This bui |z Bit Facility ID Proxmark J
for |Ong a Length Code Number Hex Block 7 Ra

11/03/2016 34 268 52521 2402199a53 0000000402199a53 00(
17:18
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Tastic RFID Thief + HCO06

Serial Bluetooth Terminal

Kai Morich Tools

Created at Aurj Sy
Modified by m s T
which adds Bl

This build uses
for longer oper

Connecting to HCOS ...
Connected
0273203320 61616103
0273 20 34 20 62 62 62 03 i
0267203303 =
18:00:41.183 Connecting to HCO5 ... 0267 2034 03

18:00:43.757 Connected €
18:00:45.492 test1 Disconnected

1800:52978test2 84 >
18:00:53.899 input was: test2 '
18:00:55.693 Disconnected from device qEAWA BT LS Z U AR | N O D

X2 X3 e X5 L3

F hoj K == ~CAUTION-
o = SRsRdile sy 1 HIGH VOLTAGE
4 yxcvbnm@é@éa

> n23
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LF vs HF in 20 seconds

Low Frequency RFID High Frequency RFID (NFC)
125 kHz 13.56 MHz

o O

DESFire EV3 8K

Primitive protocol Advanced protocols

No security at all* Can be secure®

https://blog.flipper.net/rfid/
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125kHz is Still Common

EERE
EEE

s
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Planning Upgrades for the Tastic RFID

Relocate noisy RF components
Update batteries

Update microcontroller

Create new custom PCB
Update web application

Add some new capability
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Radio Frequency (RF) Noise

N




Types of (RF) Noise

Noise in Radio Frequency (RF) systems can generally be regarded as any
RF energy that is not the desired signal
Two terms commonly used to describe RF noise:

Electromagnetic Interference (EMI) = random, broadband noise

Radio Frequency Interference (RFI) = narrowband noise broadcast at specific
frequencies

AURA INFORMATION SECURITY ©



Relocating Noisy RF Components

- CAUTION -
HIGH VOLTAGE
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Batteries

1.5v

1700 mAh to
2850 mAh
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el 4.2V
=8 2700 mAh to
M 3600 mAh

Ids

18650

4.2v

3000 mAh to
5000 mAh



Batteries

2 x 18650 for Microcontroller 5 x 21700 for the reader
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Microcontrollers
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ESP32-WROOM-32D

32-bit Dual-Core Processor (Tensillica Xtensa LX6)
Built-in Wi-Fi & Bluetooth

Low Power

Low Cost

4 MB SPI Flash Memory :‘é :
448 KiB ROM :g 5%
520 KiB SRAM »3! 22‘
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Design a new PCB

18650.

T (&) ® +
- @ © -
DATAT
DATAOD
|
<+
Micrio| SD| Card SY 5} 533V

|
:

D

=M= N==)

os}

ESP32-DevKitCi V4

1s

Tusk v0.4 —12023
By Team Walrus

CLKE 15} GND
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First Attempt

ESP32

SD Card slot

2 x 18650’s for ESP32
5 x 21700’s for reader
Terminal block to
connect reader

" """f -ooo il - :
‘ g .-753 5‘. - i.g Tusk v0.1 — (C) 2023
e i & _.Jg_’_’” _ !
i _ _ =

0.00000..000... digidda
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First Attempt

Total Price:

Weight

Product Description

'I'..'..." LA A

1]
Qﬂﬁfﬂ“s" :
LEXE) Sh bbb deds nnnnn

AURA INFORMATION SECURITY ©



Economy of Scale

imgfiip.cofn
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Second Attempt

PCB Prototype

Order #: Y7-2682123A
Build Time: 2 days

5pcs  $11.10 | © @ - =

Product Details

Economic PCBA -

Order #: SMT023021711...

Build Time: 2-3 days )
sV - *
5pcs  $34.53
__. SD Core ESP32

Product Details 3V 0303 GO Tusk VO — 2023

8y Team Warus

OND
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rdering Custom P
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Sea of Japan

South Korea

Myanmar,
(Burma)

Thailand
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hailand
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Papua New
Guinea

Australia

New
Zealand




Ordering ESP32 and Other Parts ®

South Korea
Express

East China Sea

Myanmar,
(Burma)

Thailand

Vietnam

Papua New
Guinea

Indian
Ocean
Australia

Tasman Sea
New
Zealand
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Redirect Parts
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South Korea
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(Burma)
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New
Zealand




Assembled PCB (Tusk)

Tusk vO.1 = 2023
By Team Walrus ‘ ’ O
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Testing?

HID Long Range Proximity Reader, Maxiprox 125 Khz Gray 5375AGN0OO
Brand new - HID
% % % ¥r¥r 2 product ratings

AU $1,031.96
Buy It Now

+AU $50.36 postage
from United States

3 watchers

HID Proximity MaxiProx 5375 125 kHz long range proximity reader. PN: 5375AGN0OO
Brand new - HID
* % % ¥r ¢ 2 product ratings

AU $990.61

Buy It Now
+AU $58.62 postage
from United States

((GREAT PRICE )

HID Proximity MaxiProx 5375 125 kHz long range proximity reader 5375AGNOO
Brand new - HID

% % ¥r¥r 2 product ratings

AU $94114
or Best Offer

+AU $135.71 postage
from United States
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ack to New Zealand

Sea of Japan

Japan

South Korea
Express

East

Myanmar,
(Burma)

Thailand
Bay of Bengal e

Gulf of
hailand

Malaysia

Papua New
Guinea

Indian
Ocean
Australia

New
Zealand
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Remote Testing Rig #1
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It Works and... First Bug!

C

Il
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- g

)

Tusk

Captured access card credentials are listed below &

BIT LENGTH

26

26

26

26

26

26

26

26

26

26

FACILITY CODE

113

113

113

113

113

113

113

113

113

113

CARD NUMBER

1116

1116

1116

1116

1116

1116

1116

1116

1116

1116

HEX

2004000123

2004000123

2004000123

2004000123

2004000123

2004000123

2004000123

2004000123

2004000123

2004000123

‘ Search Card Number

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011

0000000000000000100100011



Updating the Web Application

Could ya not release a new framework

For five minutes!
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ESP32-WROOM-32D Overview

ESP32-DOWD SoC

4MB Flash memory
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81019 GND 1021 RXDOTXDUIOR2I0G3 ' |
Do @ e



React Frameworks

Package Build Size

Gatsby 1.01 MB

Next.js . 6.34 MB

Create React App 504 KiB

Vite | 136 KiB

https://youtu.be/R9n32nxrzug
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Software Overview

C++ Backend
Web Server / API
Decode card data

¢
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React Frontend
Web App

~  dalsyUl

Tailwind CSS  Plugin for TW

v




The New* Web User Interface

Captured access card credentials are listed below -

BIT LENGTH $ REGION CODE $ FACILITY CODE % CARD NUMBER ISSUE LEVEL $ HEX $

96 2222 1M A38A8A4BA3A3A32C

2005A41955
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Mobile Friendly!

O
O~ ) ¢

Tusk

Captured access card credentials are listed below

Hex: A38A8A4BA3A3A32C GALLAGHER

FC:2222 CN:1111 RC:4 IL:3

Hex:2005A41955

FC:210 CN:3242

AURA INFORMATION SECURITY ©



AURA INFORMATION SECURITY ©



Add New Capability

@LLAGHER

M
. | = mmm] |

Decode Gallagher 125kHz cards

v

e
9

YT I L

=
Cardax readers (125kHz only) T-Series readers (HF + LF)
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Backstory

)
SR o
WL NUCLEAR |
DOOOOAD el s o O
OO o il
00000 POWER PLANT # Py s
e RLRLRRRRLA. _ e e
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T-Series Dual Mode

High Frequency Low Frequency
(13.56 MHz) (125kHz)
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Forward Engineering

Matt Daley: Access Control on Sesame Street
https://www.youtube.com/watch?v=MMB6x_QTz3E
https://github.com/megabug/gallagher-research

// l\ itk
> Bl ) 202/5811 (> g ! ! 0O §1 o3
L

system research

Matt Daley Access Control on Sesame Street Gallagher Cardax access control
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Low-frequency (125kHz) Cardax Card Format

Manchester encoded data at a RF/32 clock speed (125kHz / 32 ~= 3.9kHz)
First 16 bits is a fixed sequence: 0111111111101010

Followed by the 8-byte cardholder credential data

Each byte of cardholder credential data is followed by the inverse of the
least significant bit

The cardholder credential data consists of a tuple of items (Region Code,
Facility Code, Card Number, Issue Level), which is obfuscated into an 8-
byte format
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Faking a Reader

0111111111101010101000110100010101100010101010010110101000110101000110101000110001011
00111010010
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It works... | think?

Captured access card credentials are listed below -

BIT LENGTH $ REGION CODE $ FACILITY CODE % CARD NUMBER ISSUE LEVEL $ HEX $

96 2222 1M A38A8A4BA3A3A32C

2005A41955
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Revised Remote Testing Rig #2

Proxmark3 ——
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No Card Data?

Tusk

Captured access card credentials are listed below & ‘ Search

@® No card data found.
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CFP was Accepted
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Digging Deeper

1829 TX

TB2-8 TX+

T82-7 HOLD/CARD PRESENT
T82-6 BEEPER

T82-5 RED LED

TB2-4 GREEN LED

T82-2 DATA 1/CLK/RD/R
TB2-1 DATAO/DATA/TD

T81-4 TAMPER COMN
TB1-3 GROUND
TB1-2 SHIELD

TB1-1 +DC

_CAUTION- ] | 4
HIGH VOLTAGE .
| - -CAUTION-
SHUNT PINS 2 AND 3 +21-28.5 VOC (DEFAULT)
SHUNT PINS 1 AND 2 +116-209 VDC
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Identifying the Reader’s Mlcrocontroller

MC68HC705C8ACFNE

8-Bit Microcontroller Unit
Uses M6B8CHO05 CPU

8KB EPROM memory
Number of Input/Output pins
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Datasheet

=  MC68HC705C8A/D: MC... —  90% ar -
Al ° = Freescale Semiconductor, Inc.

General Description

Pin Assignments

MC68HC705C8A
MC68HSC705C8A

39 1 pD7

38 D TCMP
37 1 PDS/SS
36 [ PD4/SCK

35 f PD3MOSI

34 J PD2MISO
33EJPDWDO
32 [ PDOIRDI
31 PCO

Technical Data

M68HCO5 g

Microcontrollers

Q
=
MC68HC705C8A/D
Rev. 3, 3/2002

Figure 1-4. 44-Lead PLCC/CLCC Pin Assignments

1.7.11 Port D I/O Pins (PD7 and PD5-PD0)

-

<q These seven lines comprise port D, a fixed input port. All special
=~ freescale* functions that are enabled (SPI and SCI) affect this port. See 7.6 Port D.

semiconductor
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Probing the Reader’s Microcontroller

O ; .
@6 2 1)
4 s ST DR 00 -
S, © -
) Mevnin ¢ J
( i g
P 3 P
! 7o o .
s
- ©
);;. o:'i(tg..‘...._
I S B 5375.325.0f
8o ' U 5375.520.04
U CKSM F6E]
5 _h‘zz\ 5137008
R21*
I8
N

—
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Logic Analyzer Output

-
S
b

Data 0 av

v

ov

Data1 av

ov

A3 Probe
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RF Signal for HID Card

Az Data0

Wiegand

1 Datal

Az Probe

+60 ms

+70 ms +80 ms

+90 ms

15:900 ms
+10 ms

’ ’ |

oy

00 1T 1T 17000190

N -
<<<§

IEEE

00001000101

|
AL W

il

11 000

|

UIAURRNEL
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RF Signal for HID Card

i T L L L L L L L L L L L L L L L T T T T T T 4 s T T T T s L L s T B s T T W L 111

000 00900000 00000000000 000 0 00pg00 000000 0000 00 000000 000
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RF Signal for HID Card
.{JM" IR | &’JM’ HRERRR

Wi

Mod ulated RF Slqn.ll Modulated RF Svml
FSK Logic 0 Sequence

(Six 15,625 knz FSK Logic 0 cycles)

ac cycles) FILogie 1 (fve B0 e cydan)

~ Block 0 parameters
mockiated cuat used to configure proper FSK
exmmpios for Logc 04 timing and encoding.
1 TS5X7 Biock 1 2| TS5X7 Block 2 2| Manchester encoded

card data stored in
T55x7 (Blocks 12 and 3)

Standard 26-bit Card

H10301 Format

8-bit Facility Code

16-bit Card Number

(before Manchester encoding)

Note : Tag Transmits the preamble and all 44 bits but commerdal RFID receivers only output Bits used for even parity calculation are
weigand data for the last 26-37 bits (dependent on card format) . underlined in blue.
0Odd parity bits are underiined in red.

Manchester Data Conversion Example

HID CardData T55x7 registers
32-bit data value

Programming a T5557/5567 read / write card 44-bit FSK=" 0200606334A

to emulate a HID 26-bit 125 Khz RFID Card R mm% P
using FSK modulation Format - H10301 26-bit

I Ox5560A560  Block 2
0x5A956500  Block 3
Unused Blocks 4-7, www.proxclone.com
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RF Signal for HID Card

Reader Probe pin output:
000111010101010101011001010101010101010101100101101010010101100101010101100101011001101010010101

Appears to be manchester encoding

Logic:
01 =0
10 =1

44 Bits —>
00011101 0101010101011001010101010101010101100101101010010101100101010101100101011001101010010101
0000001000000 0000100111000100000100010111000

preamble
9 06 0 0 0 6 1 0 0 © 0 0 0 0 0 © # 1 0 9 1 1 1 0 0 06 1 0 0 © 0 0 1 © 0 0 1
44 43 42 41 40 39 38 37 36 35 34 33 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 16 9 8
EPF F F F F F F F CCCUCTCTCTC CTCTCSC
EP = Even Parity
OP = 0dd Partiy
F = Facility Code
C = Card Number

Manually decoded FC & CN bits: 00111000100000100010111000

AURA INFORMATION SECURITY ©

O NS
O o =
O un =
[ I
O woe
ON S
(=B~



RF Signal for HID Card

415:800ms 15:900ms
ms +50 ms +60 ms +70 ms +80 ms +90 ms +10 ms
2 Data0 sV I | T l ’ l z [
Wiegand ov
2 1000

1 Datal e

ov

A3 Probe 4V
Manchester ,\|,
Encoded ||

I

AL

00— 1 0001 0700 0 0 10001 01 T

|

ﬂﬂ

AR s
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RF Signal for Gallagher Card

5 V|
. M
oV ] ‘/""\\
y ¥
g ,
- r} CAN YOU
ENHANCE THAT
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RF Signal for Gallagher Card

Az Data0

IIIIIIIIIIIIIIIIIIIIIII




RF Signal for Gallagher Card




Progress

The “raw” Gallagher card data is being picked up by the reader’s antenna
/ RF frontend and is being sent to the onboard microcontroller

The firmware on the microcontroller is clearly doing some processing to
determine ‘valid’ card data and is discarding the Gallagher card data as
noise

We need to bypass the logic of the microcontroller and sample data
directly from the bitstream sent from the antenna / RF frontend

AURA INFORMATION SECURITY ©



How to Sample Data from the Microcontroller

Write some code which does the following.
Detect specific patterns in the input bit stream

Extract the relevant bits when pattern is seen (HID preamble or Gallagher fixed seq)

Filter out glitches (due to unstable input - perhaps noise) JJ L J l
Manchester decoding

Output to relevant functions to de-obfuscate Gallagher card data
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Card Data Examples

Generic 26-bit HID Card Data:
000111010101010101011001010101010101010101100101101010
010101101010010110011001101010100101101010

Gallagher / Cardax 125kHz Card Data:
011111111110101010100011010001010110001010101001011010

100011010100011010100011000101100111010010
LLAGHER
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Sampling Card Data Example (HID)

...01010001010000110010101100000101000000100010100100100
01001100000001000000010000010000011000000010110001001010

Mool NN 1e]21%00011101010101010101100101010101010101
01011001011010100101011010100101100110011010101001011010

i11001100000001100000001011000011001010110000001010110. . .
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Sampling Card Data Example (Gallagher)

...01010001010000110010101100000101000000100010100100100
01001100000001000000010000010000011000000010110001001010

(NIl Lol e enl]121%01111111111010101010001101000101011000
10101010010110101000110101000110101000110001011001110100

i11001100000001100000001011000011001010110000001010110. . .
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Finally Buying a Reader (thx evildaemond!)
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Demo (New Operation Mode) - HID

FOS1T1VE Sync: gooa mancnester: YyvuuyiLvuuvuuuuvuivullivuv
001010010110011001101010100101101010000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000000000100111000
001010010110011001101010100101101010000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000022¢¢0100111000
001010010110011001101010100101101010226111010101010101011001010101010101010101100101101210010101
Positive svnc: aood manchester:~00000010000000000100111000
00101001011001100110101010010110101¢000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000000000100111000
001010010110011001101010100101101010000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000000000100111000
001010010110011001101010100101101010000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000000000100111000
001010010110011001101010100101101010000111010101010101011001010101010101010101100101101010010101
Positive sync: good manchester: 00000010000000000100111000
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Demo (New Operation Mode) - Gallagher

101001000100100011111011101101001101011100101000111000101111111110000000001101001011010010000101001000001000010111010001101000001
101001100101000111000101111111110000000001101001011010010000101001000001011010111010001101000001101001100101000111000101111111000
000000001101001011010010000101001000000000111011010001101000001101001100101000000000000000000010001111000111000000100010010000000
000000011011001010000000111111111111110001000111000101111111110000000001101001011010010000101001000001000010111010001101000001101
001100101000111000101111111110000000001101001011010010000101001000001000010111010111101000001101001100101000111000101111111110000
000001100000000010010000101001000001000000000000111101000001101001100101000111000000000000001100000000000001111100001000100000001
011000001100011101100100100111111111101010111100101111111110000000001101001011010010000101001000001000010111010001101000001101001
1001010001110001011111111100000000011010010110100100001010010000010000101

Positive sync: bad manchester: 11110010111111111000000000110100101101001000010100100000100001011101000110100000110100110010100011
10001011111111100000000011010010110100100001010010000010000101
000000001101001000000000000111001000001000010110000000001100001101001100101000111000101100000010000011000011011000101000000000000
000000000111000110100001000001111000000111111111100111111111110000000001101001011010010000101001000001000010111010001101000001101
001100101000111000101111111110000000001101001011010010000101001000001000010111010001101000001101001100101000111000101111111110000
000001101001011010000110000001000001000010111010000000000000101101100101000111000101111111000000100000001100001100110011000000000
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Status

A legacy operating mode (using Data 0 / Data 1 lines)

New operating mode (sampling directly from the reader microcontroller)
Code is mostly working to sample the card data
Functionality exists to decode and de-obfuscate Gallagher 125kHz card data
TODO: Combine the above and debug issues

Figure out how to get this ready for in-the-field use (PlayStation style mod?)
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Going Forward

HID

Gallagher

EM41007?

Other low frequency card formats?
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Bill of Materials for PCB

1 x PM254V-11-06-H85

2 x PM254-1-19-Z-8.5

1 x DB128V-5.0-4P

1 x BH-18650-B1BA002

5 x SMD 21700 Battery Holder

1 x ESP32-DevKitC V4

1 x Micro SD Card Reader Module
(with level converter)
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Thanks & Questions

BSides for accepting my talk

Aura Information Security for the time to do this research

Matt Daley (megabug) as per usual for helping me with my endeavors
Evildaemond for hooking up a reader at BSides

Attendees for your time and listening to my talk

Everything is open-source: https://github.com/TeamWalrus/tusk/
Hit me up on X (twitter) @dunderhay

Red team enquiries: redteam@aurainfosec.com
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