
Journey to the top 
on

The untold tales of struggle and pain
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About Me
o Ahmad Ashraff @yappare

o Origin : Malaysia

o Education : Bachelor of Chemical Engineering

o Experience : +7 years in ITSec industry

o Current : Security Consultant at Aura Information 

Security

o Hobbies : Backpacking, Watching Animes
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About the Presentation

o What is bug bounty program

o Why I started bug hunting

o Problems and troubles – How I encountered them

o Tips and Tricks

o Hope people stop asking me “How many bugs did you found last weekend?”
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What is bug bounty program?
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A reward offered to a person who identifies an error or 
vulnerability in a computer program or system.

https://en.oxforddictionaries.com/definition/bug_bounty



How companies manage bug bounty programs

Own programs

•Own platform
•Mature in process
•Great pool of 

budgets
•Expert security 

engineers

Self-manage via 3rd 
party platform

•Standard set by own 
orgs

•Manage by own team
•Risk/Reward decided 

by themselves
•Miscommunication 

can happen

Managed by 3rd 
platform

•Platform’s analyst 
act as a middle 
person

•Most of orgs follow 
the standard 
provided

•Platform analysts 
have knowledge
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Why I Started Bug Bounty?

Study LoanMarried
House

Event

Car/Transport Kids

Hobbies

Gadgets

Travelling

Parents

$%#^#& 
that might 
happen~$850 paid per month
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3rd August 2012

4 months later
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1 XSS – Found in less than a day = $500

Monthly paid = ~$850

1 XSS in Paypal > Half of monthly paid
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Study Loans
Personal Loans

Cars
Credit Cards
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It is not just about money

• More knowledge/sharing from other experts

• New techniques

• Better profile

• I’m still at a beginner level
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Hi folks, meet…
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Joined Tesla’s 
security team

Joined BugCrowd as 
Technical Operation
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Head of Trust and Security at Bugcrowd

Security at Tesla

Doing windows server configuration review.
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2015. 1st place. Looks good

Oct 2016 . Started to be a busy 
guy. Lost from the radar.

Early 2016. Still hold the title.



A wizard

Normal human 
being

Anonymous

Talented full-time 
bughunter from UK

Attack-dev

https://bugcrowd.com/leaderboard
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• Two types, ongoing & flex 
(on-demand)

• Kudos/Rewards
• Web,mobile,hardware,API,

IOT
• Tested few times or fresh
• Orgs want to be tested by 

trusted users

• Can participate once 
registered

• Kudos/Rewards
• Tested multiple times
• Orgs ready to go to public
• Web,mobile,hardware,API,

IOT

Public VS Private Programs in Bugcrowd

Public Private
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Problems..
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Problems
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Equipment and Tools



Problems

• Tough competition. Experts everywhere

• Fast and Furious. Really fast. Need to avoid duplicate 

submission
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5 MINUTES

55 MINUTES

30 MINUTES
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Most programs start at UTC time zone

Me in NZST.

Fuzzing Recon

At work. Doing host review
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Able to optimize my free times and 
use ~ 10 hours per week

There is no magic, they are just the 
forgotten basics
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Mobile Applications
•Windows < iOS < Android 
•Cert Pinning

Iot/Device
•Specific device need to be purchased
•Need knowledge, tools

Scripts/Binary
•Dev knowledge, binary exploitation
•Fuzzing technique

Tips 1 – Focus on less participants

Preparing 
is a mess
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Tips 1 – Focus on less participants

Wide targets -
automated+manualReverse recon 

Complex setup - AWS account, 
premium, developer, OS 
dependent

Old or No Reward 
programs
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IF the provided in scope is/are production sites

• Check on their dev/staging/qa environment
• Check on their Github
• Check on their old sites through wayback archive

IF the provided in scope is/are staging/testing/dev/qa sites

• Check on their production environment
• Check on their old sites of the production through wayback archive
• Check on their support/issues website

Good in 
discovery 
path/modules/
features

Reverse recon 
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Wide targets 
*.blabla.com
All BlaBla’s public 
websites

Automated
- Subdomain scanner
- CMS scanner
- Known vulnerabilities

Manually
- Google/Bing/Yahoo
- Wayback archive
- Github
- Support

Save all the writeupsSubmitProfit

Repeat on other subdomains, 
countries

Can do this back to back



29
/1

1/
17

CH
CO

N
 2

01
7

https://github.com/michenriksen/aquatone

aquatone-discover

• Threat Crowd.
• Certificate Search 

(crt.sh)
• Censys
• Shodan
• Riddler
• PassiveTotal
• Netcraft

• HackerTarget
• Google 

Transparency 
Report

• DNSDB
• VirusTotal
• Dictionary

aquatone-takeover

aquatone-scan

aquatone-gather

Find misconfigured DNS setup

Port scan on common web server ports

Access the discovered web ports and 
provide headers information plus 
screenshot

AQUATONE
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Tips 2 – Risk Matrix Used

29
/1

1/
17

CH
CO

N
 2

01
7

Bugcrowd’s VRT is a resource outlining Bugcrowd’s
baseline priority rating, including certain edge cases, for 
vulnerabilities that we often see. 

P1 – 40 points + $1500
P2 – 20 points + $900
P3 – 10 points + $300
P4 – 10 points + $100
P5 – 0 points + $0
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Cool 
bugs

Not so-
cool 
bugs

Cool 
bugs

Not so-
cool 
bugs
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Still a P3 risk.
Still received the same points
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Still received the points and rewards



Tips 3 – Do Not Stop at One Attack
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http://www.brokensites.com/admin/login.php?redirect_url=/dashboard

Cleartext? Default/Weak 
Creds?

Lack of bruteforce
protection?

Open 
Redirect?

XSS?

SSRF?

RCE?
P3 = 10 + $300 P1 = 40 + $1500

P3 = 10 + $300

P4 = 5 + $100
P3 = 10 + $300

P4 = 5 + $100

P1 = 40 + $1500

Total points : 120
Total rewards: $4100
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Same parameter, same program, different time of 
submission, different attacks, 1 dupe, 1 valid. J
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Tips 4 – Mobile View 
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m.website.com
mobile.website.com
touch.website.com
www.website.com/m/
www.website.com/mobile

• Redirected to main page
• Forbidden
• No Access

• Redirected to mobile 
page

• New session cookies?
• More features
• More user inputs
• Lack of security checks
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Tips 5 – Be Friend with JS Files
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Time consuming, but it is worth your effort

• Locate another .js files
• Locate path/files that not in 

crawled results
• Locate admin’s features/action
• Hardcoded credentials
• Backup/Github/Dev sites
• Method of encryption
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View source > find .js > analyse
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https://bountysite.com/admin/dashboard?redirect=/

https://bountysite.com/admin/dashboard/js/login.js

https://bountysite.com/admin/dashboard/photography/loginx

P1 = 40 + $1000

Check on login.js

Check 
on 
another
JS



Tips X – Out of Scope
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Some of the programs have a number of out of scope issues that they don’t want to see. 

I don’t participate.



List of tools 
• Burp Suite Pro

• Recon tools
� Aquatone - https://github.com/michenriksen/aquatone
� Spiderfoot - http://www.spiderfoot.net/
� Enumall - https://github.com/jhaddix/domain
� Sublist3r - https://github.com/aboul3la/Sublist3r

• Scanning tools
� WPScan - https://wpscan.org/
� Droopescan - https://github.com/droope/droopescan
� SQLMap - http://sqlmap.org/
� OXML_XXE- https://github.com/BuffaloWill/oxml_xxe

• JS Parser
� https://github.com/zseano/JS-Scan
� https://github.com/nahamsec/JSParser
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Thank you to
• Christchurch Conference 2017
• Aura Information Security
• BugCrowd
• Bug hunters all over the world
• BurpSuite Pro


